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IMPORTANT 

Unless otherwise defined, all terms or expressions used in this authority have the same meaning as set out in the 
Cobo Account General Terms and CondiBons. 

Holding, invesBng in Digital Assets involves risks, some of which are set out below. These risks, and addiBonal risks 
arising either now or in the future, could result in Loss, failure or destrucBon of your Digital Assets, inability to receive 
any benefits available to you, and the terminaBon of Service or the Cobo PlaJorm.  You must consider carefully 
whether the risks set out below, as well as all other applicable risks, are acceptable to you, and check the latest 
terms applicable as they may change from Bme to Bme.  

THE RISK OF LOSS IN TRANSACTIONS INVOLVING DIGITAL ASSETS CAN BE SUBSTANTIAL.  YOU SHOULD (A) THEREFORE 
CAREFULLY CONSIDER WHETHER TO HOLD, TRADE, INVEST OR OTHERWISE DEAL IN DIGITAL ASSETS ARE SUITABLE 
FOR YOU, (B) BE INFORMED AND AWARE OF THE RISKS GENERALLY, AND PARTICULARLY, IN LIGHT OF YOUR 
INVESTMENT OBJECTIVES, FINANCIAL CIRCUMSTANCES, AND YOUR TOLERANCE TO RISKS. 

Nature of Digital Assets 

The Digital Assets are not legal tender, and may or may not be considered “property” under the laws of a parBcular 
jurisdicBon. They may not be backed by physical assets, and are not backed or guaranteed by a government. They 
may not have intrinsic value. Some of the Digital Assets may not circulate freely or widely, and may not be listed on 
any secondary markets.  

Digital Assets are generally a high-risk asset class. You should exercise cauBon in relaBon to the holding, storing, 
trading, of, or invesBng in Digital Assets, and Digital Assets themselves.  

TransacBons involving Digital Assets are irrevocable. Lost or stolen Digital Assets may be irretrievable. Once a 
transacBon has been verified and recorded on a blockchain, lost or stolen Digital Assets generally will not be 
reversible. 

The success of Digital Assets individually and collecBvely can be influenced by the successes and failures of other 
assets, blockchain projects and other ma_ers (including the emergence of central bank digital currencies and other 
potenBal compeBtor assets). There are o`en several Digital Assets that have similar funcBonality, and which are 
compeBtors. CompeBng Digital Assets may impact the value of a parBcular Digital Asset. 

Subject to the terms and the consBtuBonal documents of each Digital Asset (for example, whitepapers), the issuer 
(if applicable) may change the purpose or use of the Digital Assets or the overall project, without any noBce.  Any 
such changes (including addiBon of new types of Digital Assets) may impact the overall risks of the Digital Asset. You 
should monitor the developments of each Digital Asset carefully. 

Vola;lity of Digital Assets  

The value of the Digital Assets may fluctuate significantly over a short period of Bme. This is especially the case 
compared to fiat currencies. The volaBle and unpredictable fluctuaBons in price may result in significant losses, 
including the total loss of your Digital Assets in a Cobo Account and/or Cobo Wallet, over a short period of Bme.  
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Any Digital Asset may decrease in value or lose all of its value due to various factors including discovery of wrongful 
conduct, market manipulaBon, change in the nature or properBes of the Digital Asset, governmental or regulatory 
acBvity, legislaBve changes, suspension or cessaBon of support for a Digital Assets or other exchanges or service 
providers, public opinion, or other factors outside of our control. Technical advancements, as well as broader 
economic and poliBcal factors, may cause the value of Digital Assets to change significantly over a short period of 
Bme. 

The value of a parBcular Digital Asset may decline, or be completely and permanently lost, should the market for 
that Digital Asset disappear. There is no assurance that a market for a parBcular Digital Asset will conBnue to exist 
in the future. This is because the value of a Digital Asset may be derived, among other things, from the conBnued 
willingness of market parBcipants to exchange that Digital Asset.  

You may also suffer loss as a result of depreciaBon in the value of the Digital Asset paid as a result of controls imposed 
by a Government Agency.  

Digital Assets rely on various types of distributed ledger technology. Some of this technology is open source so`ware 
that is built upon experimental technology, namely blockchain. Risks arising from this reliance include the existence 
of technical flaws in the technology, targeBng by malicious persons, majority-mining, consensus-based or other 
mining a_acks, changes in the consensus protocol or algorithms, decreased community or miner support, rapid 
fluctuaBons in value of relevant Digital Assets, the existence or development of compeBng networks, plaJorms and 
assets, flaws in the scripBng language, disputes between developers, miners and/or users, and regulatory acBon. 

Statutory protec;on schemes and Applicable Law 

You should be aware that any Digital Assets in a Cobo Account are not protected deposits, and may not be protected 
by any deposit protecBon scheme in any jurisdicBon.  

Any Digital Assets received or held by the Cobo Group may be subject to Applicable Law, which may include other 
laws and regulaBons of the relevant overseas jurisdicBons. This may be parBcularly the case in respect of any Digital 
Assets that are held outside of the business jurisdicBons (“JurisdicBons”) of the Cobo Group.  Some overseas laws 
may be different from those in the JurisdicBons, and such Digital Assets may not enjoy the same protecBon as that 
conferred on some of the Digital Assets received or held in the JurisdicBons. 

 Many trading, lending or other dealing plaJorms, custodians, and other services and markets relaBng to Digital 
Assets are presently unregulated in many jurisdicBons. However, substanBal addiBonal regulaBon of Digital Assets 
services and markets is underway and may be imposed at any Bme in the future.  The applicaBon of  Applicable Law 
in a variety of jurisdicBons to Digital Assets also remains largely untested, and is subject to change, someBmes 
without noBce.  In parBcular, any current governmental or regulatory tolerance of, or expectaBons in relaBon to, 
certain acBviBes can change rapidly.  MulBple consultaBons are on foot worldwide, with very different lead Bmes. 
AcBon may be taken by governmental agencies in relaBon to certain Digital Assets. As a result of such events, the 
absolute or relaBve value, as well as the availability of, certain Digital Asset may change. This could impair the 
liquidity of any relevant Digital Asset market or restrict your and/or Cobo’s access to such market. You may suffer a 
loss as a result. 

All Digital Assets are potenBally exposed to legal and regulatory risks. The legal and regulatory treatment of some 
Digital Assets may change. RegulaBon of Digital Assets is unse_led and rapidly changing. As Digital Assets have grown 
in popularity and in market size, certain governments and self-regulatory agencies have begun to examine the 
operaBons of Digital Assets and associated networks, users, and exchanges.  

Legal and regulatory treatment varies according to the jurisdicBon. Different jurisdicBons may apply different legal 
categorisaBon of Digital Assets, characterising them as, for example, currency, commodiBes, Digital currency, Digital 
commodity, or other property or instruments. Some jurisdicBons may restrict or ban Digital Asset-related acBviBes. 
The result of such regulatory and legal risk is that any Digital Asset may decrease in value or lose all of its value. This 
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may affect the use, transfer, exchange and value of a Digital Asset; and the enforceability of your interest in such a 
Digital Asset.  Cobo may restrict or suspend your use of and access to the Services, your Cobo Account, Cobo Wallet 
and/or the Cobo PlaJorm to comply with Applicable Law or for other reasons as specified in the Agreement. 

  

Some Digital Assets and the transacBons of such Digital Assets may be subject to tax laws and regulaBons in an 
applicable jurisdicBon. The tax treatment and accounBng of Digital Assets (and any ancillary benefits) is a largely 
untested area of law and pracBce that is subject to change.  The tax treatment of Digital Assets may vary amongst 
jurisdicBons. Cobo may receive queries, noBces, requests or summons from tax authoriBes and as a result may be 
required to furnish certain informaBon about your Digital Assets, your Cobo Account and/or Cobo Wallet.  Among 
the accounBng profession, there are no agreed standards and pracBces for how an auditor can perform assurance 
procedures to obtain sufficient audit evidence for the existence and ownership of the Digital Assets, and ascertain 
the reasonableness of the valuaBons.  

Opera;onal Risks 

 There are substanBal risks in allowing another person to operate your Cobo Account or Cobo Wallet you have with 
Cobo, and it is possible that InstrucBons could be given by persons who are not properly authorised.  You must take 
all necessary steps to assure yourself that any Authorised Person is appropriate. You must also adopt such controls 
as you see fit to monitor the acBviBes of such persons in relaBon to your Cobo Account and/or Cobo Wallet to ensure 
they remain appropriate to act in that capacity. You accept all of the risks of such an operaBon and irrevocably 
release Cobo Group from all liabiliBes arising out of or in connecBon with the operaBng of your Cobo Account or 
Cobo Wallet. 

Cybersecurity and technology 

Generally, you alone are responsible for securing your private key in respect of any address in your control.  Losing 
control of your private key will permanently and irreversibly deny you access to your Digital Assets. Under certain 
circumstances, neither Cobo nor any other person will be able to retrieve or protect your Digital Asset. Once lost, 
you will not be able to transfer your Digital Asset to any other address or wallet. You will not be able to realise any 
value or uBlity that the Digital Asset may hold now or in the future. 

The nature of Digital Asset transfers is that they are irreversible. This means that losses due to fraudulent, accidental 
hacking and technology risks and transacBons may not be recoverable. The risk is increased for the limited amount 
of Digital Assets that are held in hot wallets (i.e. online environments which provide an interface with the internet). 

Digital Assets may be subject to forks or a_acks on the security, integrity or operaBon of the networks, and Force 
Majeure Event. Such events may affect the features, funcBons, operaBon, use or other properBes of any Digital Asset, 
network or plaJorm. Please ensure that you read and understand the following: 

• The events may also severely impact the price or value of any Digital Assets, or even result in the shutdown of 
the network or plaJorm associated with the Digital Asset. Such events are beyond the control of Cobo and the 
Cobo Group, or to the extent Cobo has any ability to impact such event, Cobo’s decision or acBons may not be 
in your best interests. 

• If a fork occurs, it will result in the creaBon of a new Digital Asset (the “New Forked Asset”) related to an exisBng 
Digital Asset (the “Prior Asset”). You further understand, acknowledge, and agree that each fork may materially 
affect the value, funcBon, and/or name of the Prior Asset that Cobo hold in the Cobo Account and/or Cobo 
Wallet, that the New Forked Asset may have minimal or no value, and that it may not be useable.  

• In the event of a fork, Cobo may temporarily suspend any access to the Cobo PlaJorm and/or Services (with or 
without advance noBce to you) and may determine, in Cobo’s sole discreBon, whether or not to support the 
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forked network(s). In the event that Cobo decides not to support any such forked network ("Unsupported 
Forked Network"), the Digital Assets offered by such Unsupported Forked Networks will not be made available 
to you.   If Cobo determines not to support a New Forked Asset, we may, in our sole discreBon, make the New 
Forked Asset available to you on a one-Bme basis, provided that Cobo is fairly compensated for the cost of 
making such New Forked Asset available.  

• You acknowledge the risks presented by forks and hereby accept that Cobo has no responsibility for any Loss or 
damage arising as a result of an Unsupported Forked Network. 

The technologic reliance of the Cobo Account, Cobo Wallet, Cobo PlaJorm, and Services on the Internet exposes 
you to an increased risk of fraud or cyber-a_ack.  Any Digital Asset, Cobo Account, Cobo Wallet, Cobo PlaJorm and 
Services may be targeted by malicious persons who may a_empt to steal the Digital Assets, or otherwise intervene 
your transfer or transacBons of Digital Assets.  The nature of Digital Assets and the reliance on the Internet and 
blockchain technology means they may be exposed to specific and increased risks of fraud and cybera_acks.  This 
includes (but is not limited to) intervenBons by way of distributed denial of service, sybil a_acks, phishing, social 
engineering, hacking, smurfing, malware, double spending, majority-mining, consensus-based or other mining 
a_acks, misinformaBon campaigns, forks, and spoofing.  

 
Digital Assets, Cobo Account, Cobo Wallet, the Cobo PlaJorm or Services may also be vulnerable to exploitaBon of 
vulnerabiliBes in smart contracts and other code, as well as to human error.  Digital Assets may be stored in hot 
wallets, which can be prone to hacking or cyber-a_acks. Cyber-a_acks resulBng in the hacking of service plaJorms 
in relaBon to Digital Assets and the`s of Digital assets are common.  VicBms may have difficulty recovering losses 
from hackers or such plaJorms. This could result in significant irreversible loss and/or other impacts that may 
materially affect your interests.  

Malicious enBBes may target you in an a_empt to steal or claim any Digital Asset that you may hold. This may involve 
unauthorised access to your Cobo Account, your Cobo Wallet, your private keys, your addresses, passwords, email 
or social media accounts, log-in details or access method for the Cobo Account, as well as unauthorised access to 
your computer, smartphone and any other devices that you may use.  You should follow any applicable security 
guidance we issue, but these do not guarantee protecBon from malicious acBvity.  You alone are responsible for 
protecBng yourself against such acBons. 

Developments in cryptographic technologies and techniques, including (but not limited to) advancements in arBficial 
intelligence and/or quantum compuBng, pose security risks to all cryptography-based systems.  Applying these 
technologies and techniques to the Digital Asset, Cobo Account, Cobo Wallet and/or Cobo PlaJorm may result in 
the`, loss, disappearance, destrucBon, devaluaBon or other compromises of the Digital Assets, Cobo Account, Cobo 
Wallet, Cobo PlaJorm, or your data (as applicable). 

Digital Assets and the Cobo PlaJorm rely heavily on the internet and other technologies. However, the public nature 
of the internet means that either parts of the internet or the enBre internet may be unreliable or unavailable at any 
given Bme. Further, interrupBon, delay, corrupBon or loss of data, loss of confidenBality in the transmission of data, 
or the transmission of malware may occur when transmijng data via the internet and/or other technologies. The 
result of the above may be that any transfer or transacBon you make is not executed according to your instrucBons, 
at the desired Bme, or not at all. It may also mean that, for reasons beyond Cobo’s control, you may be prevented 
from accessing or transferring your Digital Assets.  

No authenBcaBon, verificaBon or computer security technology is completely secure or safe.  
 

The internet or other electronic media (including, without limitaBon, electronic devices and services of third-party 
telecom service providers (e.g. mobile phones or other handheld trading devices or interacBve voice response 
systems)) are an inherently unreliable form of communicaBon, and such unreliability may be beyond Cobo’s control.  
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Due to the public nature of the internet and other electronic media, any informaBon (including any document) 
transmi_ed, or communicaBon or transacBons made over the internet or other electronic media, may be subject to 
interrupBon, transmission blackout, delayed transmission due to data volume, internet traffic, market volaBlity or 
incorrect data transmission (including incorrect price quotaBon) or stoppage of price data feed. 

Unauthorised third parBes may access your Cobo Account or Cobo Wallet without your knowledge or authorisaBon, 
whether by obtaining control over another device or account used by you, or by other methods. 

Cobo is not obliged to provide any adaptaBons, enhancements and/or modificaBons to technology in connecBon 
with the Cobo PlaJorm.  This means, for example in relaBon to the Cobo PlaJorm, that you may have an out of date 
version of the relevant Service, and new features may not be incorporated to such version which you use. It is your 
responsibility to ensure you update and download applicable updates and versions. 

The use of or access to the Services, Cobo Account, Cobo Wallet and/or Cobo PlaJorm on a jailbroken device may 
compromise security and lead to fraudulent transacBon. You may suffer loss as well as a terminaBon of the 
Agreements. 

 


